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	This report examines the NIST Cyber Security Framework which is offered by the Multi-State Information Sharing & Analysis Center (MS-ISAC) as a guide for the Nationwide Cybersecurity Review (NCSR) and MS-ISAC members, provided by the State of New York and State of California.  This framework can be customized and used as an outline by any organization.  Overall knowing the NIST Frameworks promotes innovation and industrial advances done by measuring science, standards and technology for economic security and the betterment of a quality life.  NIST makes it a goal to help businesses and organizations secure sensitive information.  Following the framework and adapting it to any organization provides protection from threats and negligence. The policies included in this report are Security Awareness and Training Policy, Contingency Planning Policy, Risk Assessment Policy, Access Control Policy, Vulnerability Scanning Standard, Encryption Standard, Physical and Environmental Protection Policy, Secure System Development Life Cycle Standard, Cyber Incidence Response Standard, and Personnel Security Policy.  Each section includes the function provided by NIST, where to find the mentioned policy and how that is implemented by cross referencing an example policy written by an industry or organization.  Referencing our curriculum during Principles & Theory of Security Management we can navigate the purpose, application, responsible parties, criteria for compliance, frequency of review and recommendations for each section of this report.  All sources of comparison and information are included at the end for the reader to compare. 
Security Awareness and Training Policy
The training and awareness policy is mentioned for various NIST subcategories and functions which include Identifying and Protecting.  The NIST Functions to Identify Asset Management and protect by awareness and training.  There is a need for Awareness and training with Physical devices and systems within organizations, software platforms and applications within organizations to be inventoried. Awareness and training for cybersecurity roles and responsibilities for the workforce and third-party stakeholders, keeping all users informed and trained.  The identified example for this policy is the U.S. Department of Agriculture Security Awareness and Training Policy.  This falls under the agriculture industry, a part of the federal executive department, a government industry.  USDA’s policy states, “to comply with Federal requirements to establish, implement, and support an Information Security Awareness Training program.” The USDA stores access to sensitive information and information systems.  This policy applies to all agencies within USDA and staff offices, employees, contractors, partners, and volunteers.  Responsible parties implementing the USDA policy include USDA Chief Information Officer (CISO) and the Chief Information Security Officer (CIO), Associate CIO for Agriculture security Operations Center, Agency and Staff of the CIO, and agency and Staff of Information Security Program Managers.  While there is no specific sub section for criteria to verify compliance, they do state that violation of any responsibilities and conduct standards that are mentioned throughout the document may be cause for disciplinary or adverse action. This policy lists a Code of Ethics for Government Employees, Office of Personnel Management regulations, Office of Management and Budget Regulations and standards of Conduct for Federal Employees as the criteria for compliance by the listed organizations.  A recommendation would be to specify and clarify their disciplinary actions and the channel followed. Lastly, frequency for policy review is not mentioned.  Recommendation to implement a review every quarter because technology rapidly changes and the need for security awareness can greatly benefit the impact for potential cost associated with potential harm thereby adhering to confidentiality, integrity, and availability for each personnel at the USDA.  

Contingency Planning Policy

Contingency planning policy is implemented for NIST Function Recover.  The policy is to include planning during or after an incident and by making improvements with lessons learned and updated strategies.  These are technical measures so that  system or organization is up and running quickly and effectively, as soon as possible after an incident.  The chosen example with the NIST framework as a guide includes the Vermont Agency of Human Services (AHS) which is a State Government administration.  The purpose stated by Vermont AHS is to establish requirements, responsibilities, managerial roles, for contingency planning.  The policy states that this document ensures confidentiality, integrity, and availability of information and systems within the AHS.  AHS emphasizes data protection and recovery strategies in the occurrence of needing a data backup plan, disaster recovery plan and an emergency mode operations plan.  While also considering continuity of business and alternative processes when systems are compromised.  This policy applies to AHS Secretary, AHC Policy Committee, CISO, Authorizing Official and AHS Information Security Director.  Customization is seen within the Vermont AHS as compared to the NIST’s framework.  The Vermont AHS has clearly defined roles and responsibilities by specifying roles for the CISO who has the responsibility for reviewing and approving policy and reporting all compliance activities to the AHS Secretary.  The AHS Information security director must report matters of compliance to CISO and ensure policy is reviewed and updated annually.  AHS structures the policy well by adapting the NIST 800-53 framework. This contingency plan contains a background section that is customized to mention a part of the purpose based on HIPAA Security Rule which requires AHS safeguards, policies, and procedures for responding to an emergency occurrence due to electronic protected health information.  A final comparison includes criteria for compliance where the AHS mentions an Enforcement section at the end of the document.  Here the secretary may initiate reviews, assessments, or other means to ensure that policies, guidelines, or standards are being followed.  They further mention, contingency plan testing annually, contingency plan test results to be reviewed within 30 days and any corrective actions should be documented and initiated. The mentioned enforcement within the policy is unique in comparison to the NIST Contingency policy.  I would recommend adding that violation of the policy standards includes disciplinary action that may take place.  Adding onto the compliance section, a clearly defined policy enforcement, dates of reviews, assessments, and any exceptions that can occur can benefit the overall compliance of the policy.  





Risk Assessment Policy

This policy can be found within the NIST Framework in the Function is to Identify, Risk Management Strategy, for risk management processes to be established, managed, and agreed upon by organizational stakeholders.  The component of Risk management allows an organization to frame risk and establish context wherein an organization can assess, respond, and monitor risk.  Assessing risk allows for identifying threats, vulnerabilities and consequences that occur from potential exploitation.  It is important for any organization to develop a course of action in response and to monitor by learning from the risk to avoid potential future incidents.  The comparison policy assessed with the NIST policy is the State of Maine Department of Administrative and Financial Services Office of Information Technology (OIT). This policy is written for the OIT to assess and address policy and procedures for security risks and applies to all personnel working or contracted by the State of Maine, Executive Branch Agency of information assets and any information assets that use the State’s network.  There is mention of Agency Business Partner that externally host information assets such as third-party vendors and Cloud solutions such as SaaS, PaaS, IaaS.  This policy applies to stored data types such as Federal Tax ID, Social Security information, health information, Credit Card information, (personally identifiable information) PII data, and if this data is accessed without authorization.  With any harm to the data there are set impact levels (low, medium, high) by applying the CIA triad to information assets.   PII levels are based on six additional factors by Identifiability, Quantity of PII, Data Field Sensitivity, Context of Use, Access, and Location of PII.  The CISO reviews and approves decisions on security procedures alongside the Multi State Information Sharing and Analysis Center, Maine Information Analysis (State, Local, and Federal Law enforcement) and the Department of Homeland Security.  There is customization by the State of Maine OIT policy.  A compliance section mentions repercussions for State of Maine Employees, personnel, contractors, and non-state employees on not complying with progressive discipline, penalties, criminal charges, removal of access, and dismissal. Another customization includes defining roles.  Specific duties and accountability are customized to fit relevant to the organization.  There are no clear criteria for verification of compliance.  They do, however, reference System and Services Acquisition Policy and Procedures.  Which leads to several criteria that would be recommended to specify within the Risk Assessment policy as a separate category under Compliance by adding that all third parties and providers of external information system services must define and document how they are compliant with statewide information security controls, including user roles and responsibilities and compliance auditing and reporting requirements and conducting necessary and comprehensive security evaluations by a thorough examination of any provided documents and information gathered for all Risk Assessments. Finally, adding in that All Risk levels during an assessment or if unauthorized access to information data security by compliance requirements must show data classification and thorough documentation to monitor risk by implementing the verified controls. 

Access Control Policy

Being an integral part of preventing unauthorized access and potential data breaches there are several mentions of Access Control Policy.  The NIST framework functions include Identifying Asset Management by maintaining inventory of Physical Devices and Software platforms.  Protecting Identity, credentials, access permissions, and authorizations to maintain data security, by implementing information protection processes and procedures.  Finally, NIST framework functions as guidance for maintaining technology for audit/log records to be determined, documented, implemented, and reviewed.  The comparison with NIST Asset Control Policy is East Tennessee State University’s (ETSU) Asset Control Policy within the education industry.  The policy is written to guide best practices for authorization, access, and controls set into place for the Universities systems, other organizations, and information such as data, hardware, and software technologies stored on those systems.  This is done by providing guidance on assignment roles, privilege assignments, account management and access procedures, information flow, separation of duties, least privilege or limiting rights/privileges, logon attempts, notifications system, session control, session locks and termination.  The policy also defines access control for remote, wireless, mobile devices, data mining protection and external information systems outside of the University for processing, storing, or transmitting data.  ETSU’s policy applies to vendors, third parties, Employees/Faculty, Staff, Students, Alumni, Guests, and others authorized users with permitted access.   Implementation of ETSU’s policy is done by the Information Technology Services (ITS) and the Chief Information Officer (CIO).  Customization is found by ETSU’s Access Control policy by addition of the Health Insurance Portability and Accountability Act (HIPPAA), Family and Educational Rights and Privacy Act (FERPA), Open Records Act of Tennessee, Gramm Leach Bililey Act, and Identity Theft Laws.  Training and awareness by the users of ETSU systems is required of the laws mentioned. This is fit to ETSU by specifying compliance regulations to avoid legal issues related to data protection and privacy.  This shows risk mitigation associated with noncompliance by ensuring that ETSU is aware of any obligations so that access controls align with stated laws.  Criteria for compliance is defined by ETSU having necessary data protection levels upon account creation and managing those accounts.  There is detail about network logons, application, and system logons with security measures in place with lockouts, configurations, account revocations and third-party access measures.  ETSU also maintains key logging and storing logons of attempted, failed, and successful logons with a specified period of storage and monitoring.  An audit of secured systems is conducted to confirm access privileges, reviewing and validating user access rights accordingly.  There are no specified frequencies of revision, and the document does not have an effective or revision date listed under Procedure History.  Recommendation of quarterly update for frequency for potential modifications and reviews would greatly benefit this policy.

Vulnerability Scanning Standard

The NIST Vulnerability Scanning Standard can be found as a Function to Detect Anomalies and Events and to Detect Security by Continuous Monitoring.  Vulnerability Scanning Standard calls for events and Data to be collected and correlated from multiple sources and sensors.  Network must be monitored to detect potential cybersecurity events, malicious code, unauthorized personnel access, connections, devices, and software.  The Vulnerability Scanning Procedure adapted by the State of Maine Department of Administrative and Financial Services Office of Information Technology (OIT) is great in comparison with the NIST Framework.  Maine’s OIT standard defines procedures including proactive scanning of information assets and timely handling of vulnerabilities.  Information assets are defined as technology products, business applications, system software, development tools, utilities, appliances.  Scanning procedures are also done for externally hosted information assets such as Cloud software services (SaaS), Platform (PaaS), and Infrastructure services (IaaS).  Maine’s standard includes partners and information asset owners such as OIT Client Tech, Network Services, Computing Infrastructure services, Data services and Application Services.  These “downstream” partners receive scan results and filter out false positives, and false negatives to identify vulnerabilities. The policy has a risk rating based on a “compromise” scale of low-medium-high, a remediation schedule of scans for new information assets and for established information assets also on a low-medium-high spectrum.  Scanning frequency is detailed well in procedures with key definitions of terms.  Maine’s standard applies to all personnel within the State of Maine including employees and contractors, the Executive Branch Agency of information assets and any information assets part of State government branches that utilize the State’s network.  The Chief Information Security Officer (CISO) and Office of Information Technology, State of Maine are responsible for implementing this standard.  Various customizations are adapted and include a list of partners that work with the OIT to work through vulnerabilities detected and include OIT Client Tech., OIT Network Services, OIT Computing Infrastructure and Services, OIT data Services, and OIT Applications Divisions.  Each being its own separate departments responsible for analyzing vulnerabilities as information asset owners.  There is classification for new information assets and separation of established information assets.  New information assets classify as Low-risk vulnerabilities to Medium-risk and High-risk vulnerabilities.  Both Medium-risk and High-risk vulnerabilities are remediated prior to production and deployment.  Low-risk vulnerabilities are remediated according to a products life cycle by version and release upgrades and path lifecycles.  Compliance is verified by testing and coordination with agency business partners’ liaison through Account Managers for potential impacts based on user acceptance, testing for remediation and verification of legitimate vulnerabilities and employment of SIEM system (Security information and event management).  There are no defined criteria verifying compliance of the policy but recommend adding in testing must be done to verify that remediation has been completed. Notification given to CISO and State of Maine’s OIT office upon scan completion, documented and given within a set number of days up to one month.  Lastly, if any risks are not addressed of un-remediated vulnerabilities within a given time frame, CISO and OIT office must address that risk to the appropriate party.

Encryption Standard

This standard by NIST can be found in Functions including Protect and Detect.  Which is done for Data-at-rest, Data-in-transit to be protected, backed up, maintained, tested.  Communication and control networks within the standard should be protected with continuous monitoring of the network to detect potential cybersecurity events.  The comparison of NIST’s Encryption Standard is done with Washington University in St. Louis, Office of Information Security (OIS) Encryption (Cryptographic Protection) Policy in the Education industry.  Washington University (WashU) has implemented required security measures to protect electronic information systems from unauthorized use.  By providing guidance to protect the integrity and confidentiality of information stored, transmitted, transferred to portable media, and any information sent through messaging systems.  This Encryption policy breaks down encryption of data at rest, in transit, and servers within approved data centers and applies the policy to their network, infrastructure, system, and applications that create, store, or transmit protected information owned by WashU. Key management and a trusted Certificate of Authority is mentioned within the policy.  This applies to WashU faculty, staff, students, any agents of the university with access to WashU information and network including contracted services.  Contracted services include any partners, affiliates, contractors, temporary employees, trainees, guests, and volunteers.  Responsible parties are clearly defined which includes the Board of Directors Audit Committee, Executive Leadership, CIO, CISO, Data Trustees, Privacy Officer WASHU Med, ASCO’s (Area Specific Compliance Office), OIS, Internal Audit, Data Custodians, Security Incident Manager, Dept. IT Liaisons, Dept. Privacy Liaisons, System Owners, System Custodians, WashU Faculty, Staff, and Students.  Lastly the Policy Owner is mentioned as Office of Information Security (OIS).  A noted customization compared to NIST Encryption Standard includes that WashU has Secure Data Centers approved by a formal risk assessment on physical and logical controls done by OIS with approved encryption methods, a trusted Certificate of Authority and a table (below) that classifies categories for secured data type, data classification, and encryption requirement. 
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Finally, a look at policy compliance shows verification by OIS measures that are defined by generated reports, internal and external audits, and feedback to policy owner.  Exceptions must be approved by OIS in advance.  Non-Compliance is addressed with management, ASCO, Human Resources, or Office of Student Conduct.  Policy is reviewed at a minimum every three years.

Physical and Environmental Protection Policy

	The NIST function for the Physical and Environmental Protection Policy is a guidance to protect an organization by awareness and training, including all users.  This maintains an informed and trained organization by policy standards.  The comparison conducted with the NIST policy is adapted by the State of Illinois Department of Innovation & Technology (DoIT), Physical & Environmental Protection Policy a governmental industry.  The DoIT has defined protection of information technology (IT) assets and where the assets reside.  The policy mentions loss by both physical and environmental, further including theft, damage, or unauthorized access.  DoIT has controls and limitations in place to protect their IT assets and information systems.  Detailed explanations are given for Physical Access Authorization, Access Control, Monitoring, Records, Power Equipment and Cabling, Emergency Shut off procedures, Emergency Power and Lighting, Temperature Controls, Water Damage Protection, Delivery and Removal requirements, Alternate Work Sites and Location of System Components. This policy applies to employees of DoIT and State of Illinois agencies, boards, and commissions also identified as Client Agencies.  Responsible parties include the DoIT a State department and Client Agencies with the Chief Information Security Officer to maintain compliance with this policy.  DoIT’s policy goes beyond NIST Framework by adding in a formally developed response process to any physical security incidents.  There is also additional adaptation with a location of information security components to minimize potential damage of from any hazards and to reduce risk of unauthorized access.  Notable is that each department of DoIT that works with the IT department is considered as Client Agencies.  Each agency is responsible for understanding and maintaining the policy and any failures of compliance can result in loss of access to resources with disciplinary action. 

Secure System Development Life Cycle Standard

	 The Life Cycle Standard of IT Development processes is integral for organizations because this standard results in cost effective, risk appropriate security control identification, development, and testing.  This standard is a guidance for NIST to Function by protecting and serves a purpose for identity management and access control when identities and credentials are issued, managed, verified, revoked, and audited for authorized devices, users, and processes.  Access permissions and authorization are managed incorporating principles of least privilege and separation of duties.  A baseline configuration of the information technology control system must be created and maintained incorporating security principles.  Assets are to be formally managed throughout removal, transfers, and disposition.  This framework also calls for audit/log records to be determined, documented, implemented, and reviewed.  The chosen comparison includes, Commonwealth of Massachusetts, the Executive Office of Technology Services and Security (EOTSS).  Enterprise Security Office’s  Secure System and Software Life Cycle Management Standard (SDLC) which falls within the government category. EOTSS has established requirements for identifying controls to incorporate in system and software planning, design, building, testing and implementation.  Controls mentioned are required for confidentiality of production data in test environments.  EOTSS also defines requirements for security hardening upon building and configuring any system or application. The example policy applies to the Executive Department including executive offices, boards, commissions, agencies, departments, divisions, councils, and bureaus, voluntary entities that provide services to EOTSS and mass.gov.  Executive Department agencies and offices are required to implement the procedures.  The Executive Security Office (ESO) is responsible for maintaining the standard, ESO is also responsible for compliance.  Unique to the NIST SDLC Standard is that the policy mentions risk assessments by Information owners by sensitivity of the information assets.  The following also describes exact devices and services to disable or remove if not necessary.  Additionally, they list instructions for full disk encryption for confidential information within operating systems run by EOTSS along with a detailed other section for hardening requirements. Control Mapping is another example of an added customization, EOTSS implements Critical Security Controls by a set of actions brought into the standard.  EOTSS does suggest a review and update by the document owner on an annual basis or when significant policy or procedure changes occur.

Cyber Incident Response Standard

	NIST’s guidance on this standard is to allow for agencies, organizations, and the like to predict, plan and handle a cybersecurity standard.  This is done by NIST framework functions identify, protect, detect, respond by planning, respond by communicating, respond by analysis and respond by implementing improvements, recovery planning, recovery improvements and recovery communications.  The comparison done is within the education field, University of California, UCOP, ITS, Systemwide CISO Office, Systemwide IT Policy titled UC Information Security Incident Response Standard. UC sets minimum requirements for any locations of University of California’s Information Security Incident Response Program and to place an Incident Response Plan. Their primary goal is assistance to Locations and Units as they develop their plans. A Secondary goal is to guide Locations their overall Information Security Incident Response Program.  This is done by breaking up the standard into four phases: Preparation; Detection and Event Analysis; Containment, Eradication and Recovery; and Post-Incident Activity. UC applies the standard to all Locations, Institutional and IT Resources of the University of California with a designated Lead Location Authority (LLA).  The LLA implements the standard and is tasked with organizing an Incident Response Team (IRT).  IRT team consists of the LLA, CIO, an IRT Coordinator, Privacy Officer, CISO (who may serve as IRTC or LLA), Incident handlers, Legal Counsel per location, Risk Management and/or Sisk services, a Dean, Chair, Director, AVC, VC, Cyber-risk Responsible Executive (CRE), Records management officer, Public Information Officer or Public Affairs, Legislative Liaison, Regulator Affairs, Compliance officer, HR, Academic Personnel, UCPD or Law enforcement, Executives deemed appropriate, Internal Auditor, Cyber Risk Coordination Center (C3).  What is unique to this policy is a Program Life cycle adaptation.  They combine Containment, Eradication, and Recovery steps 3, 4, and 5 of the Incident Response flow as one step.  The UC IR Program Life Cycle in the order: Preparation, Detection & Analysis, Containment, Eradication, & Recovery Post Incident Activity.  Detection & Analysis and Step 3 Containment, Eradication, and Recovery feed into one another.  There is also an Incident Severity Matrix of High, Medium, and Low with an additional High Priority incidents section to maintain governance requirements.  This aligns with the NIST framework with suited needs for UC.  The standard has several criteria in place for forensic investigations.  Starting with informing incidents to all members of IRTC, designating IT resources, and using pre-approved vendors for forensic investigations that support the IRT.  Next step mentioned is preparation which calls for an assembly of a list of suppliers that can assist in handling an incident, including any forensics required.  Attaining supporting equipment or tools UC needs such as Forensic laptops, forensic storage, and cabling.  Maintaining evidence and preserving the evidence to analyze securely.  This follows an in-depth approach to the NIST Incident Response Standard.  

Personnel Security Policy

	This section of the NIST framework is to provide guidance within the function of Protect by awareness and training so that all users are informed and trained.  By following the Personnel Security Policy an organization is at less risk by determining a set of rules in place for individuals having access to sensitive information, maintaining trustworthiness, and proving reliable.  The comparison chosen is within the Government industry, the State of Maine Department of Administrative & Financial Services, Office of Information Technology (OIT) Personnel Security Policy.  The example policy and procedures establish governing of screening and access to information technology systems and assets.  Done by managing any risk of permanent, temporary, and contract staff with trusted access to State of Maine’s information systems which process, store, receive, transmit or otherwise could impact the confidentiality, integrity, and accessibility of State data.  This policy applies to personnel, employees, and contractors that have access to Executive Branch Agency Information Assets, all locations and assets from State governments that use Executive Branch managed services.  Upon looking through the policy there is customization with adaption of FBI’s CJIS (criminal justice information system) Security policy as a minimum-security requirement for CJI for background checks when hiring and screening required for personnel and contractors with unescorted access to the Department of Public Safety (DPS) Datacenter or telco rooms handling CJI data.  Additionally, all OIT employees with access to Federal Tax Information (FTI) are required to take a fingerprint-based check every five years.  Lastly, they add a section for Routine Administrative Policies and Procedures, Internal Control Policies, and Directives to hold manage all records.  Compliance criteria are defined for all employees, personnel, contractors, and non-State of Maine with access to secure data.  Failure to comply can result in progressive discipline up to and including, dismissal, removal of access, applicable penalties, and criminal charges. 


The NIST Cybersecurity Framework, offered by the MS-ISAC, provides guidance for organizations to implement a science based, measurable, information and cybersecurity policies.  While this framework can be adapted, it can and at times must be edited with additions to fit the needs of the organization.  Analyzing and comparing education and government-based policies shows that each organization respectively has adapted the framework to their needs.  Leading the development in importance of meeting specific requirements, each organization can benefit from protecting sensitive data, mitigating risk, and responding to cybersecurity incidents.  This greatly increases the output of a secure digital landscape and further maintains confidentiality, integrity, and availability.
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